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Introduction to Cybercrime and Digital Evidence

This session will introduce the concepts of cybercrime and digital evidence, including the
different types of cybercrime, the different types of digital evidence, and where digital
evidence can be found. Lastly, key concepts concerning authentication of digital
evidence such as meta data, hash values, and “original” versus “copies” of digital
evidence will be explained. (Thomas S. Dougherty, International Computer Hacking &
Intellectual Property (ICHIP) Attorney for Central and Eastern Europe, U.S. Department
of Justice, U.S. Embassy — Zagreb, Croatia)

Introduction to Digital Investigative Acquisition and Analysis

This session will provide an overview of digital evidence. The following topics will be
addressed: the four phases of digital evidence acquisition: pre-search, search,
investigation and trial and the three-step “phased analysis approach” of triage,
investigation and deep analysis. This session will also provide an overview of the basic
steps and best practices in acquiring digital evidence during incident response (i.e. arrest
or search of a residence or business). Key aspects of digital evidence such as recovery of
deleted data, random-access memory (RAM), live imaging, encryption, and hash values
will also be explained and demonstrated. (Ovie Lee Carroll, Director, U.S. DOJ
Cybercrime Lab, Washington, DC)
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